Privacy Policy

January, 2025

Privacy Policy at Rubik Properties

1. Introduction

This privacy policy explains how Rubik Properties
("we", "us", "our") collects, processes, and
protects personal data in accordance with the
General Data Protection Regulation (GDPR)
(Regulation (EU) 2016/679) and applicable

Danish data protection legislation.

This policy applies to all individuals we interact
with, including residential tenants, commercial
tenants, job applicants, customers, and
investors.

2. Data Controller

Rubik Properties

Sankt Annee Plads 6, 1250 Copenhagen K
CVR No.: 3980 6886

Email: jsk@rubikproperties.dk

3. Purpose of Processing Personal Data

We process personal data for the following
purposes:

e Residential and Commercial Tenants:
Managing lease agreements, rent
collection, communication,
maintenance, and legal compliance.

e Job Applicants: Recruitment, candidate
evaluation, and storing CVs and
applications.
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Customers and Business Partners:
Communication, contract fulfilment,
billing, and customer service.

Investors: Communication,
documentation, and legal compliance.

4. Types of Personal Data We Collect

We may process the following types of personal

data:

Name, address, phone number, email

Civil registration number (CPR) — where
relevant, e.g. for residential leases

Bank details

Correspondence and communication
history

CVs, applications, and attachments (for
applicants)

Video footage from surveillance cameras
(if applicable)

Behavioral data from our digital
platforms (if applicable)

5. Sharing of Personal Data

We only share personal data when necessary and
lawful, for example:



e With public authorities (e.g. SKAT, police)

e With partners, subcontractors, and data
processors (e.g. property managers, IT
service providers, auditors)

e With banks or debt collection agencies in
case of default

6. Transfers to Third Countries (Outside the
EU/EEA)

We generally do not transfer personal data
outside the EU/EEA. If such transfers become
necessary, we ensure they are based on valid
legal transfer mechanisms in accordance with
the GDPR, such as EU Standard Contractual
Clauses.

7. Data Security

We implement appropriate technical and
organizational security measures to safeguard
your personal data, including:

e Accesscontrols
e Encryption and secure data transmission
e Backups and disaster recovery

e Staff training and confidentiality

8. Data Retention and Deletion

We retain personal data only for as long as
necessary for the relevant purpose or to comply
with legal requirements. Examples include:

e |ease agreements and related
correspondence: up to 5 years after
termination of tenancy

e Job applications: up to 6 months after
rejection, unless otherwise agreed

e Accounting records: 5 years according to
the Danish Bookkeeping Act
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9. Your Rights

You have the following rights regarding your
personal data:

e Right of access to the data we process
aboutyou

e Rightto rectification of incorrect or
outdated data

e Rightto erasure ("the right to be
forgotten")

e Rightto restriction of processing
o Right to data portability

e Rightto object to processing based on
legitimate interests

o Rightto withdraw consent, where
processing is based on consent

To exercise your rights, please contact us at:
jsk@rubikproperties.dk

10. Complaints

If you believe that we are not processing your
personal data lawfully, you have the right to lodge
a complaint with:

The Danish Data Protection Agency
Carl Jacobsens Vej 35

2500 Valby

Phone: +45 33 19 32 00

Website: www.datatilsynet.dk
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